


Appendix 2
NCI PERSONAL DIGITAL ASSISTANT (PDA)/BLACKBERRY USE FORM

PART A – Employee Agreement to Follow Policies and Responsibilities Governing PDA/Blackberry Use.  This Part must be signed by the employee and submitted as part of the Blackberry request package through the ARC Manager to the ADAO.
(1) PDAs are assigned to employees whose need for constant access to locally stored information and/or wireless connection to email and Internet is essential to the conduct of Government business.  

(2) Government information technology (IT) resources are intended for official use; however, NCI staff are allowed limited personal use of Government-owned IT resources (including PDAs, cell phones, and connectivity for access to Internet services) as authorized in NIH Manual 2806.
(3) Authorized users shall refrain from sending or storing sensitive data on the PDA (e.g., patient data, financial data).  Sensitive data requires protection due to the risk and magnitude of loss or harm that could result from inadvertent or deliberate disclosure, alternation or destruction of the data.  Each PDA must be password protected.

(4) Users must ensure that the PDA’s opening screen states that the equipment is Federal Property and that it provides the assigned user and property custodian contact information so that the PDA can be properly returned if found.

(5) Authorized users are responsible for reimbursing NCI for the repair or replacement cost of a damaged, lost or stolen PDA if its damage, loss or theft was due to their negligence.  
(6) Authorized users are responsible for discontinuing service and returning the PDA to the NCI ARC Manager when it is no longer needed to carry out their NCI work assignments.  They are also responsible for the purchase price if they do not return the Blackberry.

(7) For additional policies and responsibilities governing Combination Blackberry/                                                             Cellular Telephone devices, employees should refer to the NCI Policy Fact Sheet for Cellular Telephones http://camp.nci.nih.gov/admin/oem/mab/factsh.htm
I have read and understand the above policy and responsibilities governing Personal Digital Assistant (PDA)/Blackberry use and agree to adhere to them.

Name of Authorized User: ___________________    NCI Office ___________

______________________________      ____________    ____________________ 

Signature of Authorized User 
            Date 

     Office Phone Number

PART B – Property Tracking Information – PDA/Blackberry Receipt.  This Part must be completed by the NCI Property Custodian/Property Management Contractor and signed by the authorized user.  The ARC Manager retains the original, the NCI Property Office (Office of Support Services) receives a copy, and the authorized user retains a copy for his or her personal files.

Mfr. ___________ Model____________ Serial #____________ Decal # _________


_______________________________________________  ___________________


Signature of Authorized User                                                 Date

PART C – Property Tracking Information – PDA/Blackberry Return.  This Part is completed by the ARC Manager who provides a copy to the employee as a receipt and a copy to the NCI Property Office (Office of Support Services).  It has been confirmed by the user that services have been cancelled.




________________________________________             ___________________

Signature of NCI ARC Manager
                   


Date Received

PAGE  
1

