VPN Accounts


Here is a summary of the steps for a user to be granted VPN access through the NIH Firewalls:

1. We identify the need for VPN access for a customer (onsite or offsite)
1. We get basic info from them (if they don’t already have a NEDS record) to create a NEDS record:  name, address, email address, company name, SSN, Date of Birth, Place of Birth
1. AO creates a NEDS access record if one doesn’t exist.  AO sends NEDS ID back to customer or their contact person.
1. Each VPN Requestor/User must go to the following link: http://irtsectraining.nih.gov 
1. They must log into the computer security training site using their NED ID on the left side of the screen – if they log in as a visitor on the right side of the screen, the VPN system will not electronically unlock.
1. After that point, a list of training classes will come up, along with a Yes or No beside them to indicate completion.
1. The following 2 classes must be completed and show as completed in order for me to give them VPN Access:
1. Entire Information Security Awareness Course (and Refresher, if appropriate)
1. Securing Remote Computers
1. Once you press the “GO” button, it will take you into the course.  Once in the course, there must be a checkmark beside each section of the training course to show completion.  We have to make sure that these people understand that they need to complete the entire training courses, using their NED ID as login before VPN is possible
1. VPN package is prepared by User/DEAS/PMO in hard copy  (can be done simultaneously to training steps).
1. AO forwards VPN package through Joe/Dana for approval by Sue Kiser.
1. VPN Package approved and returned to AO.
1. AO notifies Dana by email of approval.
1. Dana attempts to establish VPN account.  
1. If successful, person is sent email with VPN instructions to their NIH email address (NOT THEIR COMPANY EMAIL).  
1. If unsuccessful, Dana attempts to find out why and send correction to AO/PMO and Dave Segal.  
1. Dana forwards email trail to AO, PMO (if appropriate) and Dave Segal.

